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Motivation



Would you trust?



What happens if we donôtknow?



Traditional Research on Trust

ÁConcept of trust is subjective

ïDepends on the context and purpose

ÁFactors that influence trust are heterogeneous

ïDepend on the context

ÁLink between trust and reputation is vague

Huge amount of trust and reputation models 



Problem and Motivation

ÁMost models following a patch-based solution

ÁLack of software engineering practices to build trust in

their systems
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Motivation

ÁElicitation of requirements for a trust and

reputation framework

ÁDesign of the component-based framework
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Security Engineering
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Approach

To integrate trust into the different phases of the System

Development Life Cycle (SDLC):

ÁEarly decision-making

ÁSystem-specific decision-making

ÁRuntime reconfiguration decisions

ÁEmpower analysts, designers and developers with

methodologies and tools to incorporate trust in SDLC tasks
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Trust in the SDLC



A conceptual model that conveys trust-related

concepts and their relationships in order to gain insight

on the concept of trust.

A conceptual framework that allows the comparison

of different models under a common basis
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Trust and Reputation
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Known Trust Definitions: Some Examples

ÁAnalysis of some of the most representative definitions

of trust

ïGambetta

ïMcKnight

ïGrandison and Sloman

ïHar Yew

ïé



GambettaôsDefinition

ñaparticular level of the subjective probability with which an

agent will perform a particular action [. . . ] in a context in

which it affects our own actionò

Diego Gambetta. Can we trust trust? In Trust: Making and

Breaking Cooperative Relations, pages 213ï237. Basil

Blackwell, 1988.
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McNightôsDefinition

ñthe extent to which one party is willing to depend on the

other party in a given situation with a feeling of relative

security, even though negative consequences are possibleò

D. Harrison McKnight and Norman L. Chervany. The

meanings of trust. Technical report. University of

Minnesota, Management Information Systems Research

Center, 1996.



McNightôsDefinition

ñthe extent to which one party is willing to depend on the

other party in a given situation with a feeling of relative

security, even though negative consequences are possibleò

D. Harrison McKnight and Norman L. Chervany. The

meanings of trust. Technical report. University of

Minnesota, Management Information Systems Research

Center, 1996.



McNightôsDefinition

ñthe extent to which one party is willing to depend on the

other party in a given situation with a feeling of relative

security, even though negative consequences are possibleò

D. Harrison McKnight and Norman L. Chervany. The

meanings of trust. Technical report. University of

Minnesota, Management Information Systems Research

Center, 1996.



McNightôsDefinition

ñthe extent to which one party is willing to depend on the

other party in a given situation with a feeling of relative

security, even though negative consequences are possibleò

D. Harrison McKnight and Norman L. Chervany. The

meanings of trust. Technical report. University of

Minnesota, Management Information Systems Research

Center, 1996.



McNightôsDefinition

ñthe extent to which one party is willing to depend on the

other party in a given situation with a feeling of relative

security, even though negative consequences are possibleò

D. Harrison McKnight and Norman L. Chervany. The

meanings of trust. Technical report. University of

Minnesota, Management Information Systems Research

Center, 1996.



Olmedilla et al.

ñtrust of a party A to a party B for a service X is the

measurable belief of A in that B behaves dependably for a

specified period within a specified context (in relation to

service X)ò

D. Olmedilla, O. F. Rana, B. Matthews, and W. Nejdl.

Security and Trust Issues in Semantic Grids. In

Proceedings of the Dagsthul Seminar, Semantic Grid: The

Convergence of Technologies, volume 5271, 2005
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Har YewôsDefinition

ña particular level of subjective assessment of whether a

trustee will exhibit characteristics consistent with the role of

the trustee, both before the trustor can monitor such

characteristics (or independently of the trustorôscapacity

ever to be able to monitor it) and in a context in which it

affects the trustorôsown behaviorò.

Chern Har Yew. Architecture Supporting Computational

Trust Formation. PhD thesis, University of Western Ontario,

London, Ontario, 2011.
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Trust Definition Concepts



A Definition of Trust

ñTrust is the personal, unique and temporal

expectation that a trustor places on a trustee

regarding the outcome of an interaction between

themò.



Conceptual Level Analysis

ÁTrust
ïDecision-making

ïLack of certainty

ïRisk

ïñTrust is less confident than know, but also more confident than
hopeòMiller, Voas and Laplante

ÁReputation
ïMore objective than trust

ïTrust enhancer

ÅñItrust you because of your good reputationòé

ÅéñItrust you despite your bad reputationò(Jøsang)

ÁModels
ïComputational approach: defining trust as an evaluation

process, determined by several factors

ïPolicy and decision-based approach: defining trust as a decision
process that optimizes access control



Trust Models Classification

ÁClassification follows two main branches from the mid-

90s

ïDecision Models:

ÅFocus on decisions (e.g. Access Control)

ÅPolicy, Credential Ą Compliance Checker

ÅPrivacy concerns Ą Negotiation

ïEvaluation Models:

ÅComputational trust

ÅEvaluationĄ Metrics

ÅReliability or other attributes (Behaviour)

ÅFactors that influence on trust (i.e. Variables)

ÅPropagation and Reputation

Decision 
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Policy 
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Negotiation 
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Evaluation

Model

Propagation 

Model

Behaviour 

Model

Reputation

Model



Common Features

ÁTrustor and trustee

ïEntities that interact somehow

ÁTrust relationship

ïBetween the trustor and the trustee

ÁTrust purpose

ÁAll of the features are very context-dependent, so it is

trust
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